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CYANOTYPES PRIVACY POLICY & TERMS AND CONDITIONS S
This document combines the Privacy Policy applicable to CYANOTYPES and

its activities, including its events and participants alongside the Terms and
Conditions governing participation.

PART 1: PRIVACY POLICY

1. GENERAL

1.1.The official website of the CYANOTYPES project (https://cyanotypes.website/),
co-funded by the European Commission Erasmus+ Programme (Alliances for
Sectoral Cooperation on Skills, is managed by ELIA in collaboration with ECHN,
as part of a large consortium of 20 partners and 24 associate partners across
Europe. The consortium is committed to protecting the privacy of its users
(hereinafter referred as “Users”).

1.2.ELIA as the designated data controller, processes personal data in accordance
with the General Data Protection Regulation (GDPR) of 25 May 2018 and its
executive decrees and relevant national data protection laws.

1.3.Access to the CYANOTYPES website - https://cyanotypes.website/ (hereinafter
“the Website”) implies that the User acknowledges and agrees to this Privacy
Policy ("PP") and the Terms of Use ("ToU").

1.4. The User acknowledges having read the information below and authorizes ELIA
to deal, in accordance with what is specified below, with the personal data
he/she/they communicate on/to the Website within the framework of the service
proposed by ELIA (hereinafter the “Service ToU”).

1.5. By providing information to Users, ELIA may be required to amend and adapt the
PP, in order to comply with any new applicable legislation and / or regulations,
the guidelines, recommendations and good practice of the European Data
Protection Committee and the decisions of courts and tribunals in this field.

1.6. The PP is valid for all the hosted pages on the Website and for the savings of
this Website. It is not valid for the hosted pages by third parties that ELIA may
redirect to and where their privacy policies may differ. ELIA cannot be held
responsible for any data processed on these Websites or by them.

2. RESPONSIBLE FOR PROCESSING

2.1. Access to the Website shall in principle be possible without having to provide
personal data, such as, for example, surname, first name, postal address, e-malil
address, industry sector and occupation.

2.2. However, as part of the Service, the User may be required to transmit certain
personal data. In such case, the organisations in charge of processing these data
are:
ELIA — Stichting A Lab, Lab 106, Overhoeksplein 2, 1031KS Amsterdam, NL
ECHN — European Creative Hubs Network, Pireos 84, 104 35 Athens, GR

2.3.Any question or request concerning the processing of these data may be
addressed to the following address: info@cyanotypes.website

3. COLLECTED INFORMATION
3.1. DATA TRANSMITTED TO ELIA BY ACTIVE INTERVENTION OF USERS
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By browsing the Website, filling out forms or newsletters on the Website or
through social networks linked to CYANOTYPES, the User allows ELIA to

register and maintain, for the purposes mentioned in point 4, the following

information:

e identification data, such as surname and first name, e-mail address and
contact information;

e communications between Users and ELIA;

e the additional information requested by ELIA from the User in order to identify
or prevent him/her from breaching any of the provisions of the PP; and

e any other information voluntarily transmitted to ELIA by the User for a
determined purpose in the PP, in the ToU, on/to the Website or on any other
communication tool used by ELIA.

3.2.DATA AUTOMATICALLY TRANSMITTED TO ELIA WHEN CONSULTING THE
WEBSITE
3.2.1. “COOKIES”

In order to facilitate browsing the Website and optimize technical management, the
Website may use “cookies”.

A “cookie” is a small file containing information saved by a website on the computer
or an application on the user’s smartphone. This “cookie” can be retrieved during a
subsequent visit to the same application or website. The “cookie” cannot be read by
another website than the one that created it. The Website uses “cookies” for the
purposes of good administration of the Website, to save the User’s browsing
preferences, or to obtain information on the visited pages and the dates and times of
visit.

Most “cookies” only work for a session or a single visit. It is also possible for the User
to set up his browser to be informed during each creation of “cookie” or to prevent
their saving, individually or not. However, disabling cookies may prevent access to
certain parts of the Website or making access more difficult.

Subject to the prior consent of the User, the Website may also allow the use of third-
party cookies, including the following:

e Facebook, Instagram and LinkedIn

The Website uses the social modules of social network providers Facebook,
Instagram and LinkedIn. These social modules establish a direct connection to the
server of the social network via the User’s browser. The social network provider on
which the User has clicked receives information that the User has visited the
Website. If the User is registered and identified on the relevant social network, the
provider can correlate the profile of the User with the visited website. The network
provider can then establish future interactions. If the User is not registered with the
social network, the provider can save the IP address of the User. In order to avoid
transferring these data to the social network provider, the User must not click on the
button corresponding to the social network.

3.2.2. REGISTERED INFORMATION ON VISITED SERVERS

When the User accesses the Website, the visited servers automatically save certain
data, such as the type of domain with which the User connects to the Internet, the IP
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address assigned to the User (when logged in), the date and time of access to
the Website and other traffic data, location data or other communication data,
viewed pages, type of browser used, platform and / or system, the search
engine as well as the keywords used to retrieve the Website, etc.
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However, no personal data identifying the User is collected through these savings.
This information is kept for statistical and improvement purposes only.

4. PURPOSES OF PROCESSING
4.1. GENERAL PURPOSES

Without prejudice to what has been specified under point 3.2. concerning the
automatically transmitted data, the Website collects, saves and processes the
personal data of its Users for the following purposes:

e to analyse, adapt and improve the content of the Website;

e to carry out internal statistical surveys and to deploy various statistical
systems and studies;

e to allow the User to receive messages and manage his/her/their account from
different devices (computer, tablet, smartphone, etc.);

e to detect and / or prevent fraud or similar activities of an illegal nature;

e to facilitate the provision and use of the Website and improve the Services
offered by ELIA as well as the experience of the Users;

e to respond to requests for information;

e for any marketing and promotions actions offered by ELIA to Subscribers to
the Mailing List;

e to inform them about the evolutions of the Website and its functionalities; and

e for any other purpose for which the User has expressly consented.

e The privacy policy of collected personal data in connection of specific event
can be found under the event terms and conditions

4.2. COMMUNICATION TO THIRD PARTIES

ELIA considers personal data as confidential information. It shall not communicate
them to third parties under conditions other than those specified in the PP or under
the conditions in which it is required by law, including the competent authorities who
request it.

ELIA may transmit to third parties the personal information of its Users insofar as this
information is necessary for the execution of a contract with its Users. In such a
case, such third parties shall not communicate this information to other third parties,
except in one of the following two situations:

(i) disclosure by these third parties of such information to their suppliers or
subcontractors to the extent necessary for the performance of the contract, and

(i) where such third parties are obliged by the regulations in force to disclose certain
information or documents to the competent authorities regarding the anti-money-
laundering, as well as to any competent public authority in general.

The disclosure of such information to the beforementioned persons shall in all
circumstances be limited to what is strictly necessary or required by the applicable
regulations.
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In order to discover new products to its users that maybe of interest to them,
ELIA may also disclose the personal information of its Users to third parties,
insofar as the Users have explicitly consented to it.

4.3.TRANSFER TO A COUNTRY NOT A MEMBER OF THE EUROPEAN
ECONOMIC AREA

ELIA does not transfer data to a country which is not a member of the European
Economic Area unless it provides an adequate level of protection within the meaning
of the law of 8 December 1992 on the protection of privacy, or within the limits
permitted by the same law, for example by ensuring the protection of data by
appropriate contractual provisions.

4.4. DIRECT MARKETING

Personal data will not be used for direct marketing purposes for products or services
other than those to which the User has already subscribed, unless the User has
explicitly consented thereto by ticking the boxes provided for this purpose (“opt-in”).

When the User has given his/her consent for the use of these information for direct
marketing purposes, the User retains the right to oppose such use at any time, upon
request and free of charge. To do so, the User must unsubscribe with the
corresponding link by ticking the box of the Website. The User shall in all cases be
responsible for the veracity of the data provided and shall inform ELIA of any
amendments to the data.

4.5. POJECT TOOLS

Furthermore, to facilitate the organisation, tracking, and management of work related
to CYANOTYPES activities, particularly piloting processes, CYANOTYPES may
utilise third-party project management tools, such as Asana. Personal data, which
may include identification data (such as name and email address), task assignments,
and communication related to project work, may be processed by these tools on
behalf of CYANOTYPES. This processing is undertaken to ensure the smooth and
efficient execution of project activities and aligns with the general purposes outlined
in point 4.1.

5. SECURITY

5.1. ELIA has taken the adequate measures to ensure that the servers hosting the
processed personal data prevent, to the extent possible:

e the processing, access or unauthorized modification of these data;
e the inadequate use or disclosure of such data; and
e the unlawful destruction or accidental loss of such data.

5.2. The Users undertake not to commit any acts which may be contrary to the
present PP, the ToU or, generally, the law. Offenses against the confidentiality,
integrity and availability of computer systems and saved data, processed or
transmitted by such systems, or the attempt to commit any of these offenses, are
punishable by three months to five years’ imprisonment and by a fine of twenty-
six euros to two hundred thousand euros or by one of these penalties only.
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6. CONSERVATION PERIOD

ELIA will normally keep the personal data of its Users for the necessary

duration for the accomplishment of the pursued purposes (see point 4). ELIA may
also continue to maintain personal data concerning the unsubscribed User, including
any correspondence or request for assistance addressed to ELIA, in order to be able
to answer any questions or complaints that may be addressed to it.

7. RIGHTS OF THE CONCERNED PERSON

7.1. The Users not logged in will be required to provide consent before providing any
personal data to any form on the website. Once consent is given, it is stored in a
cookie on that user’s browser session. The cookie is valid for that current
session, so the user does not have to consent multiple times if they are
submitting multiple forms. When that cookie expires, if the user clears cookies or
cookies are automatically cleared when the browser closes, the user will have to
provide consent again if they are submitting a form on the website.

7.2. In the context of logged in Users, the consent can be tied to the Member Id as
opposed to a session cookie. When a logged in User gives consent, that consent
is valid for 1 year from the date consent was given. The logged in Users can
either acknowledge and agree to consent or deny access. If they deny consent,
they will not be able to login to the site.

7.3. The User may at any time request access, rectification or, if necessary, deletion
to/ from his/her personal data, with the exception of those which ELIA would have
a legal obligation to keep, by sending a written request accompanied by a copy of
his identity card or passport to the data controller:

e at the following postal address: ELIA — Stichting A Lab, Lab 106,
Overhoeksplein 2, 1031KS Amsterdam, NL
e to the following email address: info@cyanotypes.website

7.4. ELIA will then take the necessary measures to satisfy this request as soon as

possible.

PART 2: TERMS AND CONDITIONS FOR CYANOTYPES EVENTS and PILOTS

These Terms and Conditions apply to all participants registering for any
CYANOTYPES related event, and agreement to the Terms and Conditions outlined
in this document is mandatory for any organisation or individual wishing to be
recognised as and operate as a CYANOTYPES Pilot Host.

The CYANOTYPES Pilots are real-world testing environments where organisations,
trainers, and learners apply the CYANOTYPES Framework in practice.

1. PILOT HOSTS & OTHER CYANOTYPES EVENTS

The piloting events are hosted and organised by designated Pilot Hosts, which
include consortium partners of the CYANOTYPES project and external collaborators
engaged in testing and implementing the CYANOTYPES Framework.

Piloting activities will be promoted on the CYANOTYPES platforms (website and
socials). The Pilot Hosts are responsible for promoting their activity and informing
their own registered participants. Details of individual activities should be featured on
the Pilot Host's website and platforms. CYANOTYPES do not provide venues,
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funding, or logistical support for activities unless otherwise agreed with.
Promoted events should adopt elements of the CYANOTYPES visual style
(see guidelines for details).

Additional Pilot Hosts' responsibility and commitment is to contribute to the
CYANOTYPES project by providing feedback on their experiences with the
CYANOTYPES Framework and piloting process. A facilitation of sharing experiences
among the piloting community will be provided by the project partners.

2. USAGE OF THE CYANOTYPES FRAMEWORK

The Framework is licensed under the Creative Commons Attribution 4.0 International
license. This means:

» Share — copy and redistribute the material in any medium or format for any
purpose, even commercially.

* Adapt — remix, transform, and build upon the material for any purpose, even
commercially.

« Attribution — must give appropriate credit, provide a link to the license, and
indicate if changes were made. This can be done in any reasonable manner,
but not in any way that suggests the licensor endorses the User or User’s use.

* No additional restrictions — do not apply legal terms or technological
measures that legally restrict others from doing anything the license permits.

3. PROJECT TOOLS

Project management for piloting activities may be facilitated through tools such as
Asana, used to help organise, track, and manage relevant work.

4. REGISTRATION AND ATTENDANCE FOR (PILOTING) EVENTS

The CYANOTYPES Pilot or Event Hosts are solely responsible to run the registration
process for its own events, and keep their participants informed about the event.

The CYANOTYPES Pilot or Event Hosts are solely responsible for informing
registered participants about the CYANOTYPES Privacy Policy and Terms &
Conditions. Personal data provided during registration will be processed in
compliance with the Privacy Policy.

5. LIABILITY

CYANOTYPES will not accept liability for damages of any nature sustained by
delegates or accompanying persons, or loss of or damage to their personal property
because of CYANOTYPES events. Delegates should make their own arrangements
for personal insurance, along with travel insurance. CYANOTYPES strongly
recommends that participants take out comprehensive medical and travel insurance,
covering the possibility of flight cancellation due to strikes and other causes.

6. ANTI-HARASSMENT POLICY

CYANOTYPES is dedicated to providing a harassment-free event experience for
everyone and do not tolerate harassment in any form. Event participants violating
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this rule may be sanctioned or expelled from the event without a refund at the
discretion of the organisers.

7. PARTICIPANTS AT EVENTS AGREE ON

7.1.Sharing their data with CYANOTYPES: When registering for CYANOTYPES
events, participants' data is included in the CYANOTYPES database, as outlined
in the CYANOTYPES Privacy Policy and Terms & Conditions. Additionally,
registered participants are listed in an event overview distributed to delegates,
usually including name, surname, institution, job title, and country, and this data
may also be available to parties directly associated with the CYANOTYPES
event for logistics. Furthermore, participants might be asked if they do not wish
to share their email addresses with other delegates, implying a default
agreement to share unless they opt-out.

7.2.Agreeing on taking pictures and videos, and their use by CYANOTYPES and the
project partners: By registering for CYANOTYPES events, delegates give
CYANOTYPES permission to produce audio, photography, and video recordings
during the CYANOTYPES events and to publish these materials on the
CYANOTYPES (including its partners’) website, social media and other
communication materials.
It's important to note that the permission granted is specifically to CYANOTYPES
for these uses.

APPLICABLE LAW AND COMPETENT JURISDICTION
The PP & T&C are governed by Dutch law to the fullest extent permitted by the
applicable rules of private international law.

In the event of a dispute concerning the validity, application, interpretation or
enforcement of the PP, the courts of the judicial district of Amsterdam shall have
exclusive jurisdiction, to the fullest extent permitted by the rules of private
international law.

Before undertaking any legal dispute resolution, the User undertakes to resolve the
dispute by amicable means by contacting ELIA directly, if necessary, by mediation,
before resorting to arbitration, litigation, or any other means of dispute resolution.

For further inquiries, please contact info@cyanotypes.website
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